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Section 9

UBIQUITOUS SURVEILLANCE

As we saw in Section 1, computers 
and computer databases— and their 

combination with telecommunications 
technologies— contributed to one of the 
most fundamental transformations in con-
temporary surveillance. Surveillance enabled 
by the analysis of abstract and often discrete 
data signaled a phase shift in the bureau-
cratic monitoring of individuals and groups, 
increasing the intensity of systematic obser-
vation but also adding layers of buffering 
that obscured such processes. These were 
some of the shifts described by James Rule 
(1973) in one of the field’s earliest works, 
Private Lives and Public Surveillance.

In discussing technological changes of 
this sort, it is essential to consider, using the 
term introduced by Donald Norman (1988), 
the affordances of particular sociotechnical 
systems. This is neither to go down the route 
of technological determinism and argue that 
technologies create certain kinds of inev-
itable transformations nor to ally with ex-
treme forms of social constructionism that 
can see no agency or purpose in technologies 
beyond their intended functions. Instead, an 
appreciation for affordances recognizes that, 
in their social and technological aspects, 
sociotechnical developments open up some 
possibilities and limit others. Within their 
specific cultural contexts, technologies lend 
themselves to certain uses in ways that can 

seem natural (Pfaffenberger 1992; Winner 
1986). Such is the case with the relationship 
between computational and telecommuni-
cations systems and surveillance.

This section starts out with Roger Clarke’s 
classic 1988 piece on dataveillance, which 
is a term he coined to describe the pro-
cess by which data— often generated from 
previous stages of surveillance— are acted 
upon to make profiles and judgments about 
people in the real world. When “non- obvious 
relationships” emerge from these processes, 
data analysts tend to refer to this as “know-
ledge discovery in databases.” Data can be 
subjected to a second stage of processing 
to examine, combine, sort, match, and pre-
dict, with outcomes that ramify both on in-
dividual and group levels, which are some of 
the concerns that Oscar Gandy (1993) and 
David Lyon (1994) would later explore in fur-
ther detail.

A few short years after Clarke wrote his 
piece, Mark Weiser (1991) of Xerox wrote an-
other vital piece that claimed that the future 
of computing would be “pervasive,” that is, 
both that computing devices would be eve-
rywhere in the world and at the same time 
there would be a gradual disappearance of 
these devices into the world. Weiser’s highly 
influential vision came to be known by 
many names: pervasive computing, ubiqui-
tous computing (or “ubicomp”), or ambient 
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intelligence (AmI). The latter term, pioneered 
by the Philips Corporation, includes both 
ambient computing and ubiquitous com-
munications, and this understanding of the 
combination of pervasive computing with 
the Internet has given rise to the idea of the 
“Internet of everything” or more commonly, 
the “Internet of things” (IoT).

In an important but largely overlooked ar-
ticle in the mid- 1990s, Agustin Araya (1995) 
argued that ubiquitous computing is neces-
sarily ubiquitous surveillance. Why is this? 
Briefly, this is because ubiquitous com-
puting requires knowledge of the location 
and identity of anything that is networked 
(devices, people, etc.) and for all of these 
to be addressable. These are systemic 
impositions. In other words, if the system 
is to function, these parameters are basic 
requirements. This insight gradually spread 
in the social sciences, particularly in geog-
raphy with articles by scholars such as Nigel 
Thrift and Shaun French (2002), who talked 
of the “automatic production” of both space 
and social relations, and urbanist Dana Cuff 
(excerpted here), who wrote of the agential 
“enactment”— or ongoing recreation— of 
pervasive- computing embedded space, 
along with its propensity to displace and dis-
perse public life. As communication scholar 
David Phillips (2005) observed, with ubiqui-
tous computing systems, the automatic and 
restrictive coding of possibilities for identity 
expression might also curtail the ability of 
people to manage the context of intentional 
performances of self- disclosure, such as 
with “coming out” by members of the gay 
or lesbian communities, which could reduce 
opportunities for the achievement of per-
sonal and political power by marginalized 
groups.

The fields of geography and urban studies 
have tended to be at the forefront of theo-
retical innovations in approaches to the con-
vergence of space and surveillance, both 
in consideration of video surveillance (see 

Section 7)  and of the emerging “virtual” 
world. Stephen Graham and Simon Marvin 
are significant figures in this regard, with 
works like Telecommunications and the City 
(1996) and Splintering Urbanism (2001). In 
this section, we excerpt a piece by Mike Crang 
and Stephen Graham, which is a rich and ec-
lectic treatment of the ways in which cities 
were (and are) being transformed through 
ambient intelligence and augmented reality 
(AR)— the layering of virtual information 
onto the physical world— leading them to 
suggest that the city itself comes to possess 
an emergent kind of sentience. Research 
continues to flourish in this area, with Rob 
Kitchin and Martin Dodge (2011) producing 
what remains perhaps the most sustained 
treatment of these themes in their book, 
Code/ Space, whose title indicates both the 
influence of Lawrence Lessig (1999)— where 
code acts as a kind of law, akin to what 
Langdon Winner (1986) called the “politics” 
of technologies— and the guiding concep-
tion that the human environment is always 
already, to some extent, coproduced with 
computing software.

With the protean nature of industry and 
academic branding of so- called technolog-
ical innovations, the digital city and cyborg 
city have given way to the intelligent city and 
the smart city. The labels change, but the 
proponents of these terms share a vision of 
combined ubiquitous computing and urban 
management, characterized by pervasive 
wireless computing networks and distrib-
uted sensor platforms, which monitor flows 
of anything from people and traffic to sewage 
and weather. Augmented reality, the Internet 
of things, and the smart city all assume the 
connection of individuals through handheld 
devices (or a more direct connection) to 
an information- rich environment and, also, 
the translation of bodies into information, 
which then becomes part of the operable 
environment. In these visions, more than 
in their actual application so far (Shelton 
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et  al. 2015), Deleuze’s societies of control 
(see Section 2)  are manifest. Information 
is seen as diffuse and everywhere, “in the 
cloud” (Mosco 2014), which tends to draw 
attention away from both the real physical 
infrastructure and the social and environ-
mental impacts of these systems.

However, recently we seem to have 
returned somewhat to Clarke’s warning 
about the perils of dataveillance. The current 
buzzword of “big data,” which is critically 
unpacked in the excerpt by Mark Andrejevic, 
draws attention to the combination and 
processing of enormous quantities of data. 
These data are generated, of course, in large 
part by the forms of pervasive surveillance, 
mobile computing, and telecommunica-
tions discussed so far. Big data promises 
that Clarke’s dataveillant world will finally 
be brought to fruition, emphasizing the 
possibilities of preempting and anticipating 
future risks and profits through automated 
analytics that can detect patterns that 
human beings cannot.

The hubris of big data brings to mind 
Laplace’s demon, the imaginary being 

posited by the early modern statistician, 
which, because it was able to know everything 
in the present, could see the future. It seems 
that big data advocates see this as a real pos-
sibility not a metaphor (Mayer- Schönberger 
and Cukier 2013). However, it seems una-
voidable that pervasive computing will trans-
form not just the city or particular aspects 
of life but the entire planet—Benjamin 
Bratton’s conjuring of The Stack (2016), the 
planet as computing system, seems all too 
plausible. And planetary computing means 
planetary surveillance. But few have even 
begun to consider what kind of affordances 
are offered by a truly ubiquitous surveil-
lance. As the excerpts in this section show, 
the surveillance being scripted into such sys-
tems is frequently dictated by the interests 
of capital and tends to exacerbate existing 
societal divisions, tension, and inequalities. 
Thus, Mark Andrejevic (2014: 1674) refers to 
“a form of data divide not simply between 
those who generate the data and those 
who collect, store, and sort it, but also be-
tween the capabilities available to those two 
groups.”

Hyper- Reality [Augmented reality city of the near future], 2016, Keiichi Matsuda.
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However, the affordances of ubiqui-
tous surveillance need not necessarily be 
oppressive. There is no reason why pervasive 
computing could not be empowering and en-
abling (Monahan et al. 2010; Monahan 2010). 
For example, combinations of augmented 
reality with universal design could allow for 
richer, extended sensory environments for 
those disabled by the current social em-
phasis on the visual. And while the big 
data divide is exacerbated by its analytic 
processes being proprietary, state secrets, 
or just being hidden from the public gaze 
in the black boxes of algorithm- driven sys-
tems (Pasquale 2013), big data could also be 
open data, with the same analytic tools and 
possibilities available to people as to states 
and corporations. These are futures worth 
exploring and implementing, but a neces-
sary first step seems to be coming to terms 
with the inherent politics of all technological 
systems— politics that are increasingly diffi-
cult to detect as the systems themselves fade 
from view.
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